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LITIGATION RISKS FROM USE OF PIXEL
TRACKING TECHNOLOGIES

Overview

Recent legal and regulatory scrutiny has intensified around the use of tracking
technologies—specifically tracking pixels—on websites and digital platforms. Several
class action lawsuits have been initiated against financial institutions for sharing
personal or sensitive information with third-party marketing or analytics providers
through pixel tracking tools.

Given the sensitive nature of member data handled by credit unions, this alert outlines
the key risks and recommended mitigation strategies to remain compliant with
applicable privacy regulations (e.g, GLBA and state privacy laws) and to maintain
member trust.

What's the Issue?

Tracking pixels are small snippets of code embedded in websites or emails that collect
user interaction data for analytics or advertising purposes. However, if not properly
configured or monitored, pixels may:

e Transmit personally identifiable information (PIl) or financial data to
unauthorized third parties (e.g., IP addresses, login credentials, form inputs).

e Violate privacy laws, consent requirements, or contractual obligations. Even non-
sensitive data such as device and browser information, when transmitted to a
third party via pixels, has been the subject of class action lawsuits under statutes
like California’s Invasion of Privacy Act (CIPA) and similar laws in other states.
One such class action lawsuit is Shah v. Fandom, Inc.,, pending before the United
States District Court, Eastern District of California.

Legal and Regulatory Risks
GLBA (Gramm-Leach-Bliley Act)

The GLBA imposes strict obligations on financial institutions regarding the collection,
use, and disclosure of nonpublic personal information (NPI). This includes personally
identifiable financial information (PIFI) obtained in connection with financial products
or services.

e Pixel data, such as IP addresses or login details, may constitute PIFI if linked to
a specific consumer.
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e According to the FTC's interpretation, even aggregated or de-identified
information may be treated as PIFI if it can be reasonably re-identified.

If such data is shared with third parties (e.g, Meta, Google, TikTok) for marketing
purposes, it may trigger a GLBA violation—especially if done without providing
consumers the opportunity to opt out. One such class action lawsuit based on this
argument is Gassman v. Guardian Credit Union, pending before the United States
District Court, Eastern District of Wisconsin.

In California, the California Financial Information Privacy Act (CalFIPA) goes further,
requiring opt-in consent before sharing NPI with nonaffiliated third parties for
marketing.

FTC Enforcement

Use of deceptive or non-transparent data practices involving pixels may violate Section

5 of the FTC Act.
Class Action Litigation

Plaintiffs are increasingly filing suits under state wiretap laws, invasion of privacy torts,
and consumer protection statutes (e.g., CIPA). Financial institutions are common targets
due to the sensitivity of data involved.

Recommended Mitigation Strategies

1. Conduct a Pixel Audit

o ldentify all tracking pixels (e.g., Meta/Facebook Pixel, Google Analytics,
Hotjar, etc.) and similar tracking technologies on your website, member
portal, mobile apps, and other communication channels like emails (i.e,
email pixels).

o Evaluate what data is collected and whether any NPl or sensitive
information is transmitted.

2. Review Vendor Contracts

o Ensure third-party contracts contain strong data  protection,
confiden’riah’ry, and comp|iance ob|iga’rions.

o Restrict data sharing scope and prohibit resale or secondary use of
consumer information.

3. Strengthen Arbitration Agreements to Cover Claims Resulting from Use of
Digital Services

o Maintain member arbitration agreements that include class action waivers
and explicitly apply to claims arising from use of websites and mobile

apps.

o If the class representative is a member, this may prevent class certification
due to the enforceability of arbitration clauses.
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Even if the representative is not a member, a strong arbitration clause
may still narrow the scope of any class, particularly where the plaintiff
cannot identify other similarly situated individuals based on available
online activity records.

Additionally, consider incorporating an arbitration agreement in a
website’s terms of use that binds all visitors, members and non-members
alike. However, this must be done in a way that ensures enforceability,
including:

e Clear disclosure
e Affirmative consent (e.g., clickwrap agreements).

e Avoidance of procedural unconscionability.

Note: Poor implementation can undermine enforceability and may deter
users if not handled carefully.

4. Implement Data Minimization Controls

o

o

Avoid placing pixels on pages that collect sensitive information, such as
account dashboards or loan application:s.

Use IP anonymization, URL filtering, or input masking where feasible.

5. Hire a Reputable Third Party to Manage Cookie Preferences

@)

Engage a trusted cookie compliance platform or consultant to implement
and maintain a cookie consent management system (CMS).

Ensure that the cookie preferences (opt-infopt-out) are properly recorded,
honored, and kept up to date across platforms.

Look for tools that support geo-targeting, granular control, and auto-
blocking of non-essential cookies until consent is given. Generally, the
safest bet is to automatically block all non-essential cookies until the
website visitor toggles into and accepts tracking pixels ad cookies.

6. Update Privacy Notices and Disclosures

o

SW&M LLP

Ensure your privacy policy clearly and accurately discloses the use of
tracking technologies and their purposes.

The privacy policy should align with the cookie consent tools that manage
preferences and provide additional rights that may be required under
state laws, such as the California Consumer Privacy Act (CCPA), which
requires covered businesses to offer a seamless opt-out of cross-context
behavioral advertising (which is commonly accomplished through the use
of tracking pixels and cookies).
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Obtain member consent where required, especially in states with
comprehensive privacy laws (e.g., California, Colorado, Connecticut, Utah,
and Virginia). Informed express consent is a common defense against
invasion of privacy claims. As mentioned above, generally, the safest bet
is to automatically block all non-essential cookies until the website visitor
toggles into and accepts tracking pixels and cookies.

7. Monitor and Govern Website Code Changes

o

Implement change management protocols for any third-party scripts or
tags added to digital platforms.

Use tag managers with built-in governance features for real-time control
and centralized oversight.

Be cautious when integrating your site with third-party platforms (e.g,
Meta, Google, Linkedln), as doing so may inadvertently grant those
companies the ability to monitor user interactions on your website through
embedded scripts, plug-ins, or default pixel tracking features.

Regularly review integrations and default settings in ad or analytics
platforms to ensure they do not override your privacy controls or expose
member data.

8. Coordinate with Legal and Compliance

o

Cross-functional collaboration is essential. Ensure your legal, compliance,
and IT teams understand your marketing department’s digital marketing
strategies and the means by which such marketing strategies are executed
through tracking technologies such as pixels.

Review technical and contractual aspects of marketing campaigns.

Conduct legal risk assessments of pixel deployments, and modify or
remove any tools that raise undue risk.

Need Assistance?

If you have questions or need help evaluating your data governance practices on digital
properties, reviewing online policies and cookie notices, evaluating your vendor
agreements, or updating your arbitration clauses, please contact us.
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